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Milestone 2 Completion Matrix

Task Completion % Karla Zach To do

1. Demo internal network attacks 100% 50% 50% 0%

2. Set up sensor connection to all 3 
PLCs

100% 50% 50% 0%

3. Finish setting up the Siemens PLC 100% 50% 50% 0%
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Milestone 2 Tasks - Internal Attack
● Connected all three PLCs to the trainer for input/output testing

● Installed Kali Linux on the second computer for network access

● Allen-Bradley demonstrated an observable physical response on 

the trainer

● Created a modular Python logging framework for test data and 

PCAP capture

● Created a modular attack engine for storing and repeatedly 

running attack scripts
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Milestone 2 Tasks - Sensor Connection

● Connected and tested potentiometers as sensors on the PLC 

testbed

● Used the Allen-Bradley potentiometer to represent water tank level

● Scaled the potentiometer from approximately 0–4090 to 0–100% 

tank capacity

● Verified sensor value changes in CCW

● Logged potentiometer changes every 0.01 seconds for later analysis
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Milestone 2 Tasks - Siemens PLC & Step7

● Added the Siemens PLC to the testbed and connected it to the 

trainer

● Obtained and configured STEP 7 software

● Detected the Siemens PLC through the network switch

● Programmed Siemens inputs and outputs and verified changes on 

the trainer

● Created longer CAT6 Ethernet cables with RJ45 connectors for the 

expanded testbed
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Resolved Technical Challenges

● Obtained Siemens STEP 7 access
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Remaining Technical Challenges

● Network Connection for Modicon PLC with the RTU to 

TCP conversion
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Milestone 2 Setup
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Logging
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Logging



11

Internal Attack Demo

https://docs.google.com/file/d/1awTG0BhZBvaUqnKgD0VsgBdAVqoQL9q5/preview
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Allen Bradley Sensor Demo

https://docs.google.com/file/d/11LYVG-e7F9MbuenEc541h7sAbUUxngRj/preview


13

Milestone 3 Task Matrix
Task Karla Zach

Complete Modicon PLC Integration Program the Modicon PLC using the 
Software

Ensure the Modicon PLC can be 
detected and accessed over the 
network and through the software

Implement and Demonstrate External 
Attack

Configure the PLCs so the physical 
effects of the attack can be observed

Set up and demonstrate the external 
attack

Implement and Demonstrate Hardware 
Attack

Set up and demonstrate the hardware 
attack

Ensure the historian and logging 
system detect and record the 
hardware attack

Develop Allen-Bradley-Based Power 
Plant Test Platform

Set up sensors and wiring 
connections to represent components 
of a power plant

Network the power plant mockup so 
the PLCs can communicate with each 
other and with the historian
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Questions?


